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OMNPELENEHWNA

B HacTofiLeM [OKYMEHTe WCMOMb3YKTCA Ccreaylowme TepMUHbL U KX
onpefeneHus.

ABTOMaTM3npoBaHHas cuctemMa - CUCTEMa, COCTOALLAA M3 MepcoHana u
KOMMN/eKca CpefACTB aBTOMaTM3auMu ero AesTeNbHOCTU, peanusytowas mHpopma-
LMOHHYIO TEXHOJIOTMUIO BbIMONHEHWNA YCTAHOBNEHHbIX QYHKLMWN.

AyTeHTU(UKaLNA OTNpaBuUTeNsa AaHHbIX - NOATBEPXAEHME TOr0, YTO OT-
npaBuUTeNb MOMIYYEHHbIX AaHHbIX COOTBETCTBYET 3aAB/IEHHOMY.

Be3onacHOCTb MepcoHasbHbIX AAHHbIX - COCTOSAHME 3aLiULLEHHOCTM
MepcoHasbHbIX  AaHHbIX, XapakTepm3yemoe CroCOOHOCTbIO  MONb30BaTenNen,
TEXHUYECKUX  CPeACTB U WMH(OPMAUMOHHBIX  TEXHONOTMA  obecneynTb
KOH(hMAEHUNANbHOCTb, LEeNOCTHOCTb U AOCTYMHOCTb MePCOHasNIbHbIX AAHHbIX MNpu
X 06paboTke B MHPOPMALMOHHbBIX CUCTEMAX NMEPCOHANbHbIX AaHHbIX.

BrnomeTpunyeckne rnepcoHasnbHble [JaHHble -  CBefleHUs, KOTopble
XapaKTepusyT (r3nonornyeckne oCo6eHHOCTU YenoBeKa M Ha OCHOBE KOTOPbIX
MOXHO YCTaHOBUTb ero JIMYHOCTb, BKKOYas ¢oTtorpaduu, oTneyaTky nasblies,
obpa3 ceTyaTKuM rnasa, OCOOEHHOCTM CTPOEHMA Tena W ApYryw Nofo6HYH
NH(opMaLMIO.

BnoknpoBaHme nepcoHasibHbIX fAaHHbIX - BPeMEHHOe MpeKpalieHne
06paboTKM NepcoHasnbHbIX [AaHHbIX (3a WCKMKYEHUEM Cy4yaeB, ecnnm obpaboTka
HeobxoaMMa 4NA YTOYHEHMA NepCcoHaIbHbIX faHHbIX).

Bupyc (KOMNbIOTEPHbIA, NPOrpaMmMHbIiA) - UCMOMHAEMbIA MPOrpaMMHbIi
KOL WU MHTepnpeTupyemblii Habop MHCTPYKUWIA, obnagarowmii CBOMCTBaMM He-
CaHKLMOHMPOBAHHOIO pacrnpocTpaHeHns U camoBocnpounssedeHns. Co3gaHHble
Ay6/MKaTbl KOMMbIOTEPHOrO BMpYyca He BCerga coBnagaloT ¢ OpUrnHasoM, HO Co-
XPaHAKT CMNOCOBHOCTb K fJasibHeilweMy pacnpoCcTpaHEHUIO M CaMOBOCMNpPOU3Bee-
HUIO.

BpefoHocHass nporpamma - nporpamma, npejgHasHavyeHHas Ana ocyLecTB-
NEHNsA HecaHKLMOHMPOBAHHOIO AocTyna u (Unun) BO3LENCTBUA Ha MepCOHabHble

[aHHble UK pecypcbl UHAOOPMALIMOHHOW CUCTEMbI MEPCOHASbHbIX JaHHbIX.



BcrnomoraTenibHble TeEXHUYECKUE CpPeAcTBa W CUCTEMbl - TEXHUYECKMe
CpeAcTBa M CUCTEMbI, He MpeAHa3HaYeHHble Ans nepefayn, 06paboTKM N XpaHeHUs
MepCcoHa/bHbIX [AaHHbIX, yCTaHaB/MBaeMbleé COBMECTHO C TEXHUYECKMMMW CPeAcT-
BaMW U cucTemMaMmK, NpeAHasHayeHHbIMU Aa5 06paboTKM NepPCOHabHbIX AaHHbIX
WA B MOMELLEHUAX, B KOTOPbIX YCTaHOBMEHbI WMH(OPMaLMOHHbIE CUCTEMbI MNepco-
Ha/lbHbIX AaHHbIX.

JocTyn B onepaunoHHYyK cpedy KomnbloTepa (MHPOPMaLVMOHHOW
CUCTEMbI MEPCOHaNbHbIX AaHHbIX) - MOMYyYeHNe BO3MOXHOCTM 3anycka Ha
BbINO/IHEHME LWITATHbIX KOMaHA, (YHKUMWA, npoueayp OnepauyoHHOM CUCTEMbI
(YHWUTOXEHMSA, KOMWPOBaHWUSA, MepeMeweHns U T.M.), WUCMNOMHSAEMbIX  (haiinoB
MPUKNaAHbIX NPOrpamMm.

JocTyn K MHpopMaunm —BO3MOXHOCTb MOMyYeHUS MH(OpMaLUN 1 ee UC-
Monb30BaHMA.

3aknafo4yHoe YCTPOMUCTBO - 3/IEMEHT CpPeAcTBa Chbema UHopMaLun, CKPbITHO
BHeApPseMblli  (3aKnafblBaeMblii MM BHOCKMMbIA) B MeCcTa BO3MOXHOFO CbeMa
MHopmauuy (B TOM Ymcne B OFPaXAeHWe, KOHCTPYKLMIO, 060pyAoBaHWe, NpeaMeTbl
MHTEpPbepa, TPaHCMOPTHbIE CPEACTBA, a TaKKe B TEXHUYECKME CpefcTBa U CUCTEMbI
06paboTKy nHGopmaymw).

3awmuwaemas nHgpopmauma - MHpopMaums, ABMASHOLLAACA NPeaMeToM Cob6-
CTBEHHOCTM M nojg/exalas 3aluTe B COOTBETCTBMM C Tpeb6OBaHMAMM MPaBOBbLIX
JAOKYMEHTOB MM TpeboBaHNAMM, YCTaHaBIMBAEMbIMU COBCTBEHHNKOM MH(OPMAaLLUN.

NpaeHTngukauma - npucBoeHne Cyb6bekTam M 06bekTaM AocTyna WAEHTU-
(mkatopa W (MNM) CpaBHEHWME NPeabABASEMOro WAeHTUDMKaTopa C MNepevyHeM
MPUCBOEHHbIX NAEHTUPUKATOPOB.

NH(pOopMaTUBHbIA CUTHAN - 3MEKTPUYECKME CUTHabl, aKyCTUYeCKue, 3NeK-
TPOMarHWTHblE W Apyrue (u3nMYeckue nons, Mo napameTpam KOTOPbIX MOXET ObITb
pacKpbiTa KOH(puAeHUManbHas Hpopmauus (nepcoHanbHble AaHHble) obpabaTbiBaeMast

B MH(hOPMALIMOHHON CUCTEME NePCOHANbHbIX AaHHBbIX.



NHpopMaLMOHHbIE TEXHOMOMMKU - MPOLECCHl, METOAbI Moucka, cbopa, xpa-
HeHWs, 06paboTKW, NpPeaoCcTaBeHMs, pPacrpoCTpaHeHUss WHQopMaLMnm ©  cnocobbl
OCYLLLeCTBNEHNS TAKUX MPOLLECCOB N METOAO0B.

NHpopmaunoHHasa cuctema nepcoHanbHbIX AaHHbIX (ACMOH) -
COBOKYMHOCTb cogepxawmxca B 06asax f[aHHbIX MepCOHasbHbIX [aHHbIX W
obecneumBaroWmMx Nx o6paboTKy MHPOPMALNOHHBIX TEXHONOTUIA U TEXHUYECKNX
CPefCTB.

Mcnonb3oBaHMe nMepcoHasbHbIX JAaHHbIX - [deicTBusa (onepayun) c
MepcoHasnbHbIMW  AaHHbLIMWU, COBeEpLUaeMble O0rMepaTopomM B Lenax MpUHATUA
PELIEHNIA MWW  COBEPLUEHUA WHbIX [EWCTBUIA, MNOPOXAAKLWMNX OpUANYecKme
MOC/MefACTBMA B OTHOLIEHUM CYyObeKTa MepcoHanbHbIX AAHHbLIX WAW APYrUX v
NM60 UHbIM 06pa3oM 3aTparvMBaroLLLMX npaea U cBo60A4blI CybbeKTa MepcoHasbHbIX
JaHHbIX UK OPYTUX N,

NCcTOYHUK Yyrpo3bl 6e30nacHOCTU MHMopMaunm - cyobekT goctyna, mare-
pUasibHbIA 0OBEKT WM (DU3NYECKOE SAB/MEHWNE, ABMSIOLLMECS MPUYUHON BO3HUKHOBEHUSA
yrpo3bl 6e30MacHOCTM MH(OpMaLun.

KoHTponupyemas 30Ha - MPOCTPaHCTBO (Tepputopusd, 3haHue, YacTb 3[aHuS,
MOMeLLEHNE), B KOTOPOM WCK/IHOUYEHO HEKOHTPOMMpyemMoe npebbiBaHe MOCTOPOHHUX
NULL, @ TaKXKe TPAHCMOPTHbIX, TEXHUYECKMX U MHbIX MaTepuaibHbIX CPeACTB.

KoHpunaeHUManbHOCTb MepcoHaNnbHbIX fAaHHbIX — 006s3aTe/lbHOE ANA
CO6/II0AEHNS 0NepaTopoM WM MHBIM MOMTYYMBLUMM JOCTYN K MePCOHasIbHbIM JaHHbIM
nuuoM TpeboBaHWe He [OMyckaTb WX pacrnpocTpaHeHWe 6e3 cornacus CcybbekTa
MepPCOHabHbIX AaHHbLIX UAN HAIMYNSA MHOTO 3aKOHHOTO OCHOBAHWS.

Me>XxceTeBOMN 3KpaH - NOKa/lbHOe (O4HOKOMMOHEHTHOE) UN PYHKLMOHANIbHO-
pacnpefeneHHoe nporpammHoe (nporpaMMHo-annapaTHoe) CpefcTBO  (KOMIJIEKC),
peanunsytoLLiee KOHTPO/b 3a UHopMaLuent, NOCTYNatoLLeiln B UHHOPMALMOHHYIO CUCTEMY
MepCoHasbHbIX AaHHbIX U (MNK) BbIXOAALLEN U3 UHPOPMALMOHHON CUCTEMBI.

HapywunTtenb 6e30nacHOCTU MepcoHasbHbIX AaHHbIX - (QU3NYecKoe 1Uo,

CNyYaliHO 1M NpeHaMepeHHO COBepLLAtOLLEe AENCTBUS, CNeACTBUEM KOTOPbIX SBSETCS



HapyLUeHe 6e30MacHOCT MepCOHabHLIX AaHHBIX MPU UX 06paboTKe TEXHUYECKMMMU
cpefcTBaMM B UHPOPMALMOHHbIX CUCTEMAX NEPCOHaNbHbIX AaHHbIX.

HeaBToMaTu3mpoBaHHas 06paboTka MNepcoHasibHbIX  [aHHbIX -
06paboTKa NepcoHanbHbIX AaHHbIX, COAEpPXaLMXca B MHPOPMALNOHHOW cucTeMe
MepcoHanbHbIX fAaHHbIX /NM60 W3BNEYEHHbLIX W3 TaKOW CUCTEMbl, CUUTaeTCH
OCYLLLECTB/IEHHOM 6e3 MCNOJIb30BaHNS CpeAcCTB aBTomMartusayuu
(HeaBTOMATM3MPOBAHHOW), ecny Takue JeCTBMA C NePCOHAaNbHbIMU JaHHbIMU, Kak
MCNONb30BaHMe, YTOYHEHMe, pacnpocTpaHeHne, YHUYTOXEeHMEe MNepcoHanbHbIX
[OAHHbIX B OTHOLIEHUM KaXAOro U3 CYy6bLEKTOB MNEPCOHasIbHbIX [AaHHbIX,
OCYLLEeCTBNATCA MPU HENOCPEACTBEHHOM Y4acTUN YeNnoBeKa.

HegeknapmnpoBaHHble BO3MOXXHOCTU -  (OYHKUWOHa/bHbIE BO3MOXKHOCTU
CPEeACTB  BbIYMC/IUTENbHON TEXHWKW, He OnuCaHHble WANM He COOTBETCTBYHOLLME
OMUCaHHbIM B AOKYMEHTaUWUW, NPU MCMONb30BaHWM KOTOPbIX BO3MOXHO HapyLUeHue
KOH(OMAEHLMANIbHOCTW,  AOCTYMHOCTM WM LENOCTHOCTM  06pabaTbiBaeMOn  WH-
hopmMauuu.

HecaHKLWOHMPOBaHHbIN AOCTYN (HeCAaHKLWOHUPOBaHHbIE AEACTBUSA) -
AOCTYyN K uHopMauuy vnm AeicTBua ¢ MHGopMaumeli, Hapyllatowme npasuna pas-
rpaHnMYyeHnst AocTyna C WCMONb30BaHWEM LUTATHbIX CPEeACTB, MNpPefocTaBseMbIX
NH(OPMaLNOHHBIMU CUCTEMAMW MePCOHANIbHbIX AaHHbIX.

HocnTenb uHMopmaunm - (Qusnyeckoe NULO UK MaTepuanbHblil 00BLEKT, B
TOM yuncne (hM3nYecKoe nose, B KOTOPOM UHOPMaLMs HaXO4MT CBOE OTPaXKeHUe B BUAe
CUMBO/IOB, 06PA30B, CUIHAI0B, TEXHUYECKMX PELUEeHUIA 1 MPOLEeCcCoB, KOMMYECTBEHHbIX
XapaKTepucTmkK MU3NYECKNUX BeINYMH.

O6e3nnunBaHne NepcoHaNbHbIX [AaHHbIX - [AelCTBUSA, B pe3ynbTarte
KOTOPbIX CTAHOBWUTCA HEBO3MOXHbIM 6e3 UCM0/Ab30BaHUA AOMNOJIHUTENIbHOW
NMHpopMaynu onpeaennTb NPUHALNEXHOCTb NePCOHaNbHbIX AaHHbIX KOHKPETHOMY
CyOBbEKTY NepCOHaNbHbIX JaHHbIX.

O6paboTKa nepcoHaNbHbIX AaHHbIX - N60e AencTBue (onepaumns) unu
COBOKYMHOCTb feicTBui (onepauymnia), coBeplliaembiX C UCMOb30BaHMEM CPeLCTB

aBToOMaTun3aunm wnn 6e3 MCNofb30BaHUS TaKUX cpegcts C MepPCoOHa/lIbHbIMU



[laHHbIMK, BKNOYas c6bop, 3amnucb, CUCTEMATU3ALMIO, HAKOMMEHWE, XpaHeHMe,
yTOUYHeHUe (06HOBMEHWE, W3MEHeHMe), W3BNeYeHWe, UCMOMb30BaHWe, Nepeaady
(pacnpocTpaHeHuMe, NpefoCTaBfeHNe, AOCTYN), 06e3nMuYMBaHne, 6/10KMPOBaHMe,

yaallieHne, yHN4ToXXeHne nepcoHa/bHbIX AaHHbIX.

OO6LefoCTYMHbIE MNepCcOHaNbHble AaHHble - TMepCoHa/bHble AaHHble,
[IOCTYN HEOrpaHWMYEHHOro Kpyra ny K KOTOPbIM MpefocTaB/ieH C cornacus
cybbeKkTa nepcoHaslbHbIX [aHHbIX WAM  Ha KOTOpble B COOTBETCTBUM C
(befilepanbHbIMM  3aKOHamMM He pacnpocTpaHseTcsa TpeboBaHMe Co6MOAEHUS
KOH(MAEHUMANbHOCTN.

Onepatop (nepcoHanbHble [aHHbIX) - TOCy[apCTBEHHbIA OpraH,
MYHULMNANbHbLIA OpraH, HpuANYeckoe UM PU3NYecKoe NULO, CaMOCTOSATENbHO
NN COBMECTHO C APYrMMW NULaMU OpraHusyrouime n (Unn) ocyullecTerswoLne
06paboTKy nepcoHanbHbIX [aHHbLIX, a Takxe onpegenstouwmne uennm o6paboTku
MepcoHasnbHbIX AaHHbIX, COCTaB MepCOHabHbIX AaHHbLIX, Nognexawmx obpaboTke,
penctema (onepaymun), coBepllaemble ¢ MepCcoHanbHbIMU AaHHbIMMU.

TexHuYecKue cpefacTtBa WHMOPMALMOHHOM CUCTEMbI MNEPCOHaIbHbIX
JAaHHbIX - CPeAcTBa BbIUYUCIUTENIbHOW TEXHWKWU, MH(OPMALMOHHO-BbIYUCINTENbHbIE
KOMMJIEKCbI U CETW, CPeACTBa N CUCTEMbI Nepegayn, npuema n obpabotku MNAH (cpescrea
M CUCTEMbI 3BYKO3arucK, 3BYKOYCW/IEHUSA, 3BYKOBOCMPOWU3BELEHWUS, MEpPeroBopHble U
TeNIeBM3MOHHbIE YCTPOMCTBA, CPeACTBA M3rOTOBNEHUS, TUPAXMPOBaHUSA AOKYMEHTOB U
Apyrve TeXHUYecKue cpeacTea 06paboTKM pevyeBoin, rpauyeckoin, Buaeo- N 6yKBEHHO-
LMDPOBOIA MH(opMaLMK), NPOrpammHble cpeacTsa (onepaLMoHHbIE CUCTEMbI, CUCTEMbI
ynpasfieHNs 6asaMn AaHHbIX W T.M.), CPeACTBa 3aliuTbl MHOPMaLUMK, NPUMEHSIEMble B
NH(OPMAaLMOHHbIX CUCTEMAX.

MepexBaT (MHGpoOpMaynnM) - HenpaBoOMepHOe MOMyvYeHUe MHGopmaunm c
MCNO/Ib30BaHMEM TEXHWYECKOro CpefcTBa, OCYLLECTBAAOLWLEr0 OOHapy>XeHue,
npuem 1 06paboTKy MHPOPMATMUBHbLIX CUTHAMOB.

MepcoHanbHble fAaHHble - N06ad MHMopmMaums, OTHOCAWAACA K NPSAMO
WM KOCBEHHO ONpefeneHHOMY Wau onpefensieMoMy  (U3MYecKomy fiuuy

(cy6bEKTY NEPCOHANbHbIX AaHHbIX);



Mo6OYHbIE  3/IEKTPOMArHMUTHble  U3NYy4YeHUsN M HaBOAKMW
3NEKTPOMArHUTHbIe U3NydYeHUs TexHUYeckmx CpeacTB 06pabOTKM 3alluLLaemoit
nHopMauun,  BO3HMKalOWME KaK noboyloe sBMeHWE U Bbl3BaHHbIE
3NEKTPUYECKMMMN CUTHANaMK, AeACTBYIOWMMMN B UX INEKTPUUYECKUX U MarHUTHbIX
Llensx, a TaKXXe 3N1eKTPOMAarHWTHbIe HaBOAKM 3TUX CUTHAN0B Ha TOKOMPOBOASALLNE
NIMHUW, KOHCTPYKLMKU W LENn NuUTaHms.

MonnTMKa  «4YUCTOr0  CTOMa» -  KOMMEKC  OpraHu3auuOHHbIX
MepOonpuATAA, KOHTPONMPYIOLWMX OTCYTCTBME 3arucCbiBaHMS Ha 6GyMaxHble
HOCUTENU KAo4eil u atpubytoB poctyna (maponeidl) M XpaHeHWs WX B6IM3U
06bLEKTOB A0CTYNA.

Monb3oBaTeNlb MHHOOPMALMOHHON CUCTEMbl MEPCOHANbHbIX AAHHbIX -
MU0, yYyacTBYKLlEe B  (PYHKLUUOHWPOBAHUM  WMH(OPMALMOHHOW  CUMCTEMbI
MepPCcoHaNbHbIX AaHHbIX AN UCMONb3YOLLEe pe3ybTaTbl ee PYHKLMOHMPOBAHUS.

MpaBuna pasrpaHUYeHnss AOCTyMNa - COBOKYMHOCTb MPaBW/, PerNaMeHTy-
pytoLLMX NpaBa AoCTyna cy6bekTOB AoCTyna K 06beKTam AocTyna.

MporpaMmHas 3aknajka - Kof nporpammsbl, npefiHaMepeHHO BHECEHHbI B
nporpammy C Lefblo OCYLLeCTBUTb YTeUKYy, U3MEHUTb, 6/10KNPOBaTb, YHUUTOXUTb
MH(OPMALMIO UM YHUUTOXUTb U MOAMGMLMPOBATL NPOrpaMMHoe ob6ecneyeHue
MHOPMALMOHHON CUCTEMbI MEPCOHaNbHbIX AaHHbIX U (MNKM) GNOKMPOBaTL amnna-
paTHble CpeacTBa.

MporpamMmHoe  (NporpamMMHO-MaTeMaTU4yecKoe)  BO3AelcTBUE
HEeCaHKLUMOHNPOBAHHOe  BO3AeiiCTBME Ha  pecypcbl  aBTOMATM3MPOBAHHOVA
MHOPMALMOHHON CUCTEMbI, OCYLLECTBASIEMOE C MCMO/b30BAaHWMEM BPEAOHOCHbIX
nporpamm.

PackpbiTVe MNepcoHanbHbIX fAaHHbIX 4 ymbllwneHHoe wnan cnyuaiiHoe
HapyLLeHNe KOH(MNAEHLMANLHOCTN NEPCOHANbHbIX JaHHbIX.

PacnpocTpaHeHMe MepcoHabHbIX AaHHbIX - [eACTBUSA, HanpaB/eHHble

Ha PacKpbITWE NePCOHaNbHbIX laHHbIX HEeoNpeAeNeHHOMY Kpyry nul.



Pecypc MHOPMaLLMOHHON CUCTEMbl —/IMEHOBaHHbI 3/IEMEHT CUCTEMHOTO,
NPUKNagHOro NIm annaparHoro obecneyeHus (hYHKLMOHMPOBaAHUS
NH(OPMALMOHHON CUCTEMBI.

CneynanbHble KaTeropum MepCcoHasibHbIX AAaHHbIX - MNEPCOHa/bHble
JaHHble, Kacalouimecs pacoBOM, HaUWMOHANbHON NPUHAANEXHOCTU, NMOMIUTUYECKUX
B3rNS40B, PE/IUTNO3HBIX UM PUNOCOPCKUX YOeXAEeHNIA, COCTOAHUSA 340P0OBbS U
MHTUMHOW XWN3HWN CybbeKTa NepcoHabHbIX AaHHbIX.

CpeacTBa BbIYNCANTENIbHON TEXHUKW - COBOKYMHOCTb NPOrPaMMHbIX U TEX-
HUYECKMX 3/IEMEHTOB CUCTEM 06paboTKM [aHHbIX, CMOCOOHBLIX (YHKUMOHMPOBATb
CaMOCTOATE/IbHO UM B COCTaBe APYrMX CUCTEM.

Cyb6bekT goctyna (Cy6bbeKT) - NnLO MKW NpoLuecc, AeACTBUA KOTOPOro per-
NaMeHTUPYIOTCA NpaBMnaMun pasrpaHnyeHms goctyna.

TeXHUYECKMIA KaHan YTeYKM MHGOpPMaLMnM - COBOKYMHOCTb HOCUTENS WH-
thopmauun  (cpeactBa 06paboTKKM), (U3NYECKOW Cpefbl pacrnpocTpaHeHUs WHGop-
MaTMBHOIO CUrHana u cpeAcTs, KOTOPbIMM A06bIBAETCS 3alyumLLaeMas MHopMaLms.

TpaHcrpaHnyHas nepefada MnepcoHasnbHbIX [aHHbIX - nepejava
MepcoHanbHbIX  fAaHHbIX  OMepatopoM 4epe3d [OCYAapCTBEHHYH  rpaHuuy
Poccuiickon  depepaumy  opraHy  BlacTM  MHOCTPaAHHOrO  rocyAapcrsa,
(hM3MYECKOMY MU HOPULAUYECKOMY SINLLY MHOCTPAHHOIO rocyjapcTsa.

Yrpo3bl 6e30MacHOCTU MepcoHasbHbIX AAHHbIX - COBOKYMHOCTb YC/0BWIA U
(haKTOpOB, CO3AaKLNX ONACHOCTb HECAHKLMOHWPOBAHHOIO, B TOM 4YuMC/le CNy4YainHoro,
[OCTYMa K NePCOHa/IbHbIM aHHbIM, Pe3y/ibTaTOM KOTOPOro MOXET CTaTb YHUUYTOXEHME,
M3MeHeHue, 6/10KMpOBaHNe, KOMMPOBaHWMe, pacnpocTpaHeHre NepCcoHaIbHbIX AaHHbIX, a
TaKXXe MHbIX HECAaHKLMOHUPOBAHHbIX LeNCTBMI Npy nX 06paboTke B MH(NOPMALMOHHOM
CUCTEME NePCOHabHbIX AaHHbIX.

YHUUTOXEHNE TMepPCOHaNbHbIX AaHHbIX - [AeWCTBUSA, B pe3ynbTaTe
KOTOPbIX CTAHOBUTCA HEBO3MOXHbIM BOCCTaHOBWUTb COAEpPXXaHWe MepCOoHasIbHbIX
AaHHbIX B WHGOPMALMOHHOW CUCTEME MEePCOHaNbHbIX fAaHHbIX W (unu) B
pesynbTaTe KOTOPbIX YHWUUYTOXAKTCA MaTepuanbHble HOCUTENN MNepPCOHaNbHbIX

JaHHbIX.
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YTeuka (3awuuiaemoit) uHpopmMaumm Mo TeXHUUYECKUM KaHanam -
HEKOHTPOIMPYEMOE pacnpocTpaHeHre MHopMaumm OT HOCUTENA 3aluLaemMoin MHGop-
MaumMmn Yepes (U3NYECKYIO Cpedy [0 TeXHUYECKOro CpefcTsa, OCYLLECTBANOLLEro
nepexsaT MH(OpMaL K.

YA3BUMOCTb - €/1ab0oCTb B CPeACTBax 3alimThbl, KOTOPYH MOXHO MCNO/b30BaTh
QNS HApYLLEeHNS CUCTEMbI UM COAEPXKALLIENCS B HE MH(hopMaLnN.

LlenocTHOCTb MHGOpMaLUM - CrNOCOBHOCTb CPeACTBa BblYMC/IUTENILHOW TeX-
HUKWN UM aBTOMaTU3NPOBAHHOW CUCTEMbI 06ecrneynBaTb HEM3MEHHOCTb UH(OpMaLN B

YCNOBMAX CNYYainHOTO W/UNn NpeaHamMepeHHOro UCKaXXeHWs (paspyLUeHus).



OBO3HAUYEHWNA N COKPALWEHNA
ABC - aHTUBMpPYCHblE cpefcTBa

APM - aBTOMaTU3MpOBaHHOE paboyee MecTo

BTCC - BcnomoraTe/ibHble TeEXHUYECKME CPeCTBa N CUCTEMBI
NCIMAH - nHpopMaLmoHHasa cuctema NepcoHa bHbIX AaHHbIX
K3 - KoHTponupyemas 30Ha

NBC - nokanbHasa BblUNCINTENIbHAdA CETb

M3 - MeXCeTeBOW 3KpaH

HC/ - HecaHKLMOHMPOBaHHbIN JOCTY

OC - onepaynoHHasa cuctema

MNAH - nepcoHanbHble AaHHble

NMMB - nporpammHO-maTeMaTUyecKoe BO3encTBme

MO - nporpammHoe obecreyeHune

M3MWMH - no6o4yHble 3N1IEKTPOMAarHUTHbLIE U3NTyYEHUS N HABOAKU
CA3 - cucTtema aHanmsa 3aluLLeHHOCTHU

C3WU - cpepcTBa 3awWwuThl MHpOpMaLUm

C3MnAgH - cuctema (noacucrtema) 3awUTbl NePCOHabHbIX AaHHbIX
COB - cucrtema 06Hapy>XeHus BTOPXEHWNM

TKY W - TexHuyeckune KaHa/bl YTeUKN MHOPMaLMK

YBIMAH - yrpo3bl 6e30MacHOCTI NEPCOHaNbHbIX AaHHbIX
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BBEAEHWE

Hactodwasa TllonutMka WHGOpMaunoHHoON 6e3onacHocTM  (ganee -
MonnTnkKa) MyHUUUNaNbHOTO GHOAKETHOIO yupexaeHns KynbTypbl ONbIMHCKOrO
CenbcKoro noceneHns «ONbIMHCKUIA CeNbCKUA AOM KynbTypbl» (fanee - MBYK
OCIN «OnbruHckuin CAK»), asngeTcd onymanbHbIM AOKYMEHTOM.

Monntuka paspabotaHa B COOTBETCTBUM C LUeNsMW, 3agadyamum  wu
npuHUnnamy obecrneyeHns 6e30MacHOCTM MEPCOHAaNbHbIX JaHHbIX U3/T0XEHHbIX B
MonoxeHnn  MHGpOpMaUMOHHOW  6e3onacHocTn  WMCMAH  MBYK  OCI
«OnbruHckuin CAK».

MonnTtuka paspaboTtaHa B COOTBETCTBUU C TpeboBaHusMU PefepanbHOro
3aKoHa oT 27 ntona 2006 r. Ne 152-®3 «O nepcoHabHbIX AaHHbIX>».

B Monutuke onpegeneHbl TpebosaHus kK nepcoHany WCIIAH, cTeneHb
OTBETCTBEHHOCTHU nepcoHana, CTPYKTypa U HeoOX0AMMbIA  YPOBEHb
3alMLLeHHOCT,  CcTatTyc W [AO/DKHOCTHble  06£3aHHOCTU  COTPYAHWUKOB,

OTBETCTBEHHbIX 3a 0b6ecneyeHne 6e30MacHOCTN NepcoHanbHbIX faHHbIX B CMOH
MBYK OCI1 «OnbruHckuii CAK».
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1.06uwme NonoXxeHMs
Llenbto  HacTosAwein [Monutukn, ssBngetca obecneyeHne 6e30nacHOCTU

06bekToB 3awmntel MBYK OCI «OnbruHcknin CAK» 0T BCeX BWAOB Yrpos,
BHELWHNX W BHYTPEHHMUX, YMbILW/IEHHbIX WU HenpegHamMepeHHbIX, MUHUMMK3ALUA
yliep6a oT BO3MOXHON peannsauunm yrpo3 6esonacHoct MAH (YBMAH).

Be3onacHOCTb MNepCOoHabHbIX AaHHbLIX AOCTUraeTca MyTemM WCKIKYEHUA
HeCaHKLMOHMPOBAHHOIO, B TOM 4uCNe Cay4vaHOro, JocTyna K MepcoHasibHbIM
[laHHbIM, pe3ynbTaTOM KOTOPOro MOXeT CTaTb YHWUTOXEeHUe, WU3MeHeHuUe,
6/10KMpOBaHMe, KONMpoBaHne, pacrnpocTpaHeHne NepcoHasbHbIX JaHHbIX, a TakKxe
MHbIX HECAHKLMOHNPOBAHHbIX AeNCTBUN.

MH(popmaumnsa n cBA3aHHble C HEl pecypcbl JO/MKHbI OblTb AOCTYMHbI AN
aBTOPM30BaHHbIX MNonb3oBaTenen. [O/MKHO OCYLLeCTBAATLCS CBOEBPEMEHHOE
06Hapy>eHune 1 pearnpoBaHune Ha YbIMAOH.

[JO/MKHO  OoCcylWlecTBNATLCA  NpefoTBpalleHue  npefHamMepeHHbIX  WUIu
CNlyYalHbIX, YACTUYHBIX WX MOJIHbIX HECAHKLMOHUPOBAHHbLIX MOAMMDUKaALNA Nan
YHUUYTOXEHUA JaHHbIX.

CoctaB 00beKTOB 3awuTbl npeactaBfeH B «[lepedyHe MepcoOHabHbIX
[aHHbIX, MOANeXalnX 3anTe».

CoctaB NCIAH nognexawmx sawnte, npeacrtaeneH B «fepeyHe NCI1OH».
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2.06nacTb fencTemns
TpeboBaHua  HacTosAwel TMOAMTUKM  pacnpoCTpPaHATCA Ha  BCex

coTpygHukoB MBYK OCIM  «OnbruHckudi CAK»  (WUTATHbIX, BPEMEHHbIX,
paboTalowmx Mo KOHTPaKTy M T.M.), a TakkKe BCeX Mpoumx nuy (noapsavvku,

ayaumTopbl 1 T.M.).
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3.CucTema 3aWnTbl NepcoHaNIbHbIX fJaHHbIX
CucTtema 3aWiuTbl MepcoHanbHbiX AaHHbiXx (C3ILLH), cTpouTca Ha

OCHOBaHUW:

- WTorosoro otyeta 06 o6cnegosaHun NCI14H;

- Ort4yeta 0 pesynbratax nMpoBeAeHNS BHYTPEHHEN TMPOBEPKM
3aWnTol MAH Ha ByMaXKHbIX HOCUTENAX.

- [lepeyHs nepcoHanbHbIX AaHHbIX, MOAMEXaLNX 3aLLnTe;

- AKTa Knaccupukaumm MHMOPMaLMOHHOW CUCTEMbI NEPCOHANbHbIX
[aHHbIX;

- Mogenun yrpo3 6e30MacHOCTV NEPCOHaNbHbIX AaHHbIX;

- Martpuupbl foctyna nonb3oBaresiei K 3alnLLaemMbim
NH(OopMaLNOHHbIM pecypcam NCTAH;

- PykoBogauwunx pokymeHtoB ®CTIK n ®Cb Poccum.

Ha ocHoBaHWW 3TUX [OKYMEHTOB onpefensercd HeoOXOAUMbIA YPOBEHb
sawmueHHoctn MAH kaxgon NCMNAH MBYK OCI «OnbruHckuin CAOK». Ha
OCHOBaHWM aHanm3a akTyalbHbIX Yrpo3 6e3sonacHoctTu [1QH ONWCaHHOrO B
Mogenn yrpos, AenaeTca 3ak/llO4YeHWMe 0 Heob6Xx0oAMMOCTU  MCMOJSIb30BaHUA
TEXHUYECKUX CPeACTB W OpraHM3auMOHHbLIX MeponpuATUin ana obecrneyvyeHus
6eszonacHoctn TMAH. BblibpaHHble HeobX0AMMble MeponpuUATUA OTpaxawTcs B
«lMnaHe MeponpuaTuiA No obecrnevyeHNto 3awmThbl MOH».

Onsa WCMAH foneH 6bITb COCTaBMEH CAUCOK UCMO/b3YEMbIX TEXHUYECKUX
cpeacTB 3awmTbl (ganee - CnMCOK), a TakK e MporpaMMHOro ob6ecneyeHus
yyacTBytollero B o06pabotke MNAH, Ha Bcex anemeHTax NCIMOH:

- APM nonb3oBareneiu;

- CepBepa NpUNoXeHu;

- CYb/L;

- ['paHunuya NBC;

- KaHanoB nepefaun B ceTn o006Ulero nonb3oBaHUs u  (4nwn)

MeXAyHapoAHOro o6MeHa, ecim No HUM nepepatoTcs MAH.
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B 3aBucumocTn OT ypoBHA 3awuwieHHocT CTTAH 1 akTyanbHbIX Yrpos,

C3lM4H MOXET BKNOYAThb CReaytoLine TEXHUYECKNE CPeACTBa:

Tak Xxe

aHTMBMPYCHbIE CpeacTBa ANs paboumx CTaHUMIA NONb3oBaTeNnein u
CEepBEPOB;

CPEeACTBa MEXCETEBOr0 9KPAHMPOBAHWS;

CpeAcTBa  KpunTorpauueckoi  3aluTbl  MHGOpMaLUM, Mpw
nepegave 3aliuLaeMoin MHDOPMaLUK MO KaHanam CBA3W.

B CIMUCOK AOJ/IKHbI OblTb  BK/IOYEHbI beHKLI,I/Il/I 3allNTHI,

obecrneumBaemMble LITaTHbIMU cpeAcTBaMuM 06pa6oTkm [MAH onepaunoHHbIMU

cncrteMmamn

(OC), npuknagHbim O ¥ cneunanbHbIMKM  KOMMIEKCAMMU,

peannayloLMMmn cpeacTea 3aWwuTbl. CNUCOK (YHKLMIA 3alUTbI MOXET BKNOYATh:

Cnucok

MeponpuATUIA

ynpasneHue n pasrpaHuyeHe 4OCTyMNa Nonb3oBaTesne;
perncTpayuio n yyeT 4eCTBUIN C MHOpMaL e,

obecneymBaTb LeIOCTHOCTb [JaHHbIX;

NPON3BOAUTL 0OHAPYXXEHUIA BTOPXKEHWUIA.

MCNOMb3YEMbIX TEXHUYECKUX CPeACTB oOTpaxaeTrca B «[llnaHe

no o6ecneyeHnto 3alWnTbl NEPCOHaNbHbIX [aHHbIX». CMUCOK

NCMNONb3YEMbIX CPEACTB [O/IKEH NOAJAEPXKMBATLCA B aKTyaslbHOM COCTOSHUW. MMpu

N3MEHEeHUN cocTaBa TeXHWYeCKUX CpeacTs 3awutbl nnu anemeHtos WCIIAH,

COOTBETCTBYIOLWLNE NIMEHEHNA OO/TKHbI OblTb BHECEHbl B CNUCOK U YTBEPXKAEHbI

pykosoguteneM MBYK OCT1 «OnbruHcknin CAK»  n“am nnuuom, OTBETCTBEHHbIM

3a obecreyeHue 3awmnTbl MAOH.
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4. TpeboBaHunsa K nogcuctemam C3MAH
C3MAH BKAOYaeT B cebs cnefytoline nogCcUCcTeMbl:

- ynpaBneHus [0CTYNOM, PErUCTPALIUN U YUeTa;
- 0becrneyeHns LEenoCTHOCTU U AOCTYMHOCTY;

- AHTMBUPYCHOI 3aLLUThI;

- MEXCETEBOro 9KpaHMpPOBaHus;

- aHanu3a 3auiWLLEHHOCTH;

- 00Hapy>XeHWs BTOPXXEeHWIA;

Kpuntorpauyeckom 3awuThbl.

Moacuctembl C3MAH MMeOT pasfiMyHbIA (PYHKUWOHAN B 3aBUCMMOCTU OT
kKnacca (ypoBHa 3awmweHHoctn) WCIAH, onpegeneHHoro B «AKTe
Knaccupukaymm MHPOPMaLNOHHON CUCTEMbl MEPCOHaNIbHbIX AaHHbIX». CNUCOK
cooTBeTCcTBUA (yHKUuin nogcuctem C3MAH knaccy (YPOBHIO) 3aLiULLEHHOCTM
npefctaBneH B TEXHMYECKOM 3aflaHMM Ha MOCTPOEHMEe CUCTEMbl 3aluThbl
NH(opMaLunm.

lMoacucteMbl ynpasneHuUs 4OCTYNOM, peructpaumm n yyeTta
[MogcucTema ynpaBsieHUa [OCTYNOM, peructpaunum n ydyeta npefHasHadyeHa

ONS peanu3auum cnefyoumx QyHKLWi:

NAeHTUUKaLUMM M npoBepka MOANIMHHOCTM CYy6BLEKTOB [OCTyna

npun sxofe B NCI1AH;

- WAeHTU(MKauMn TepMUHANOB, Y3/10B CeTW, KaHa/oB CBA3MN,
BHELUHUX YCTPOWUCTB MO IOTMYECKUM UMEHAM;

- MAEHTU(MKaLUM nporpaMm, TOMOB, Katasnoros, (hansios, 3anucen,
nonen 3anucein No UMeHam;

- peructpayummn Bxoga (Bblxoga) Cy6bLEKTOB AocTyrna B cuctemy (K3
CUCTEMbl), NM60 perucTpayumsa 3arpyskm v MHULMANU3aLumn
onepauMoHHOW CUCTEMbI U ee OCTaHOBa.

- perucTtpayuMm  MOMbITOK  AOCTyna  MNPOrpaMMHbIX  CPefcTB

(nporpamm, npoueccos, 3afay, 3afaHnin) K 3alWuLLaeMbIM (arnam;
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- perucTtpauuu nonbITOK [OCTyna MpPOrpamMMHbIX CPefacTB K
TepMWUHanam, KaHanam CBfA3M, NporpamMmmamM, TomMam, KaTasoram,
(hainnam, 3anncam, nonsm 3anuncen.

MoacucTema ynpaBneHUs A0CTYNOM MOXET ObiTb peannM3oBaHa C MOMOLLbIO
lUTaTHbIX CcpPeacTB 06paboTku TAH (onepauuMoHHbLIX CUCTEM, MPUIOXKEHUA W
CYbB/). Tak e MOXEeT OblTb BHEAPEHO creumanbHoe TEXHUYECKOE CPeACcTBO WK
NX KOMIMJEKC OCYLLeCTBNAOLWME AOMOMHUTENbHbIE MEPbl MO ayTeHTUdMKaunum u
KOHTPOMO. Hanpumep, NPUMEHEHWE eAWHbIX XPaHWIWULL YYEeTHbIX 3anucein
nonb3oBaTenein n perncTpaunoHHoOwm NH(opMaLnu, ncnosib3oBaHmMe
ONOMETPUYECKNX U TEXHUYECKUX (C NMOMOLLbIO 3/IEKTPOHHbIX MPOMYCKOB) Mep

ayTeHTUUKaLUN U APYTUX.

Mopacuctema obecneyeHns LeNoCTHOCTY U JOCTYMHOCTY
Moacuctema o6ecreyeHUs LEeNOCTHOCTM W [AOCTYMHOCTM MpeAHasHauyeHa

ans  obecrnieyeHMss LENOCTHOCTM WM AocTynHocTu T1AOH, nNporpamMmMHbIX U
annapatHbiX cpeacts MCMAH MBYK OCI «OnbruHckuii CAK», a TakK e
CPeACTB 3alUTbl, NPU CNYyYalHOW UM HAMEPEHHOW MoanduKaLnn.

Moacuctema  peannsyetcs € MOMOLWbLIO  OpraHuM3auuMnm  pesepBHOrO
KONMpPoBaHUSA 06pabaTbiBaeMbIX [AaHHbIX, a TaK XX& Pe3epBMPOBAHUEM K/THOUEBbIX
anemeHTtoB NCI14H.

MoAcucTEMAa aHTUBUPYCHOI 3aLUTbl
MoacucTeMa aHTUBMPYCHON 3allMTbl NpeAHasHayeHa [Ans o6ecrnedyeHus

aHTMBUPYCHOW 3awunTbl cepepoB U APM nonb3osatenen NCMNAH MBYK OCII
«OnbruHeknin COK».
CpefctBa aHTMBMPYCHOM  3aliMTbl  MNpefHa3HayeHbl AN peann3auuu
cnefyowWwmnx yHKUMNIA:
- Ppe3nfeHTHbIA aHTUBUPYCHbI MOHUTOPWHT;
- aHTUBMPYCHOE CKaHMpPOBaHWE;

- CKpUNT-6/10KUPOBAHUE;
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- UEeHTpann3oBaHHYO/yaaneHHyo yCTaHOBKY/AeNHCTaNNALMIO
aHTMBMPYCHOFO MPOAYKTa, HACTPOMKY, aAMUHUCTPUPOBAHMUE,
MPOCMOTP OTYETOB M CTATUCTUYECKOW WHMopmauum no paboTe
NPOAYKTa;

- aBTOMaTM3MPOBaHHOE OOHOBMEHNE aHTUBUPYCHbIX 6a3;

- OrpaHMYyeHWe npaB NO/Mb30BaTeNs Ha OCTAHOBKY WCMOMHAEMbIX
3afla4y M W3MEHEHWS HACTPOeK aHTUBMPYCHOFO MPOrpamMHOrO
obecnevyeHus;

- aBTOMATMYeCKWUn 3anycK cpasy Mocne 3arpys3ku onepaumnoHHO
CUCTEMbI.

Moacuctema peannsyetcs NyTeM BHeAPEHUS CMeLUnanbHOro aHTUBUPYCHOIO

nporpamMmMHoOro obecrieyeHus Ha Bce aneMeHTbl VCILLH.

[MogcucTtema MeXXceTeBOro aKpaHMpoBaHUA
lMogcncTemMa MeXXceTeBOro sKpaHUpoOBaHMA nNpegHasHavyeHa gna peanvsalnm

cnegyroLmnx QyHKUMIA:

- (mnbTpayMmn OTKPLITOrO M 3aWun@poBaHHOro (3akpbitoro) IP-
Tpaduka;

- (hukcaumm BO BHYTPEHHUX XYpHaiaxX MHopmaLmy 0 NpoXoasLem
OTKPbITOM U 3aKpbITOM 1P-Tpaduke;

- MAeHTU(MKaLnm " ayTeHTU(MKaLuto agMMHUCTpaTopa
MeXCeTeBOro aKpaHa npu ero N0KaabHbIX 3anpocax Ha JocTyn,

- peructpaymm BXoga (BbIX0ga) agMUHUCTpaTOpa MEXCETeBOro
3KpaHa B cUCTeMY (M3 CUCTEeMbI) MO0 3arpy3kn U UHULMaNU3aLmm
CUCTEMbI M ee NPOrpaMMHOro O0CTaHOBa,;

- KOHTPOSIA LEeNOCTHOCTM CBOEW NPOrpaMMHON M MH(OPMaLMOHHOM
4acTu;

- (unbTpauMy nNakeToB CNYXEOHbIX MPOTOKO/IOB, CAYXawux Ansa

ONarHOCTUKN N ynpaBiaeHNA pa60T0|7| CeTeBbIX yCTp0I7ICTB;
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- (unbTpayMmm C Y4eTOM BXOAHOrO W BbIXOAHOTO CETEBOrO
WHTepeiica Kak CpeacTBO MNPOBEPKU MNOAJIMHHOCTM  CETEBbIX
afpecos;

- peructpauum u ydyeTa 3anpawinBaemMblX CEPBUCOB MPUKIALHOIO
YPOBHS;

- 6noKMpoOBaHMA [OCTyNna HeUAeHTUMPULUPOBAHHOTO 00beKTa WK
cybbekTa, MOAIMHHOCTL KOTOPOro npu ayTeHTU(MKALUKU He
noaTeepamnacb, MeTofaMu, yCTOMUYMBLIMU K NepexBarty;

- KOHTPO/IA 3a CETEBOW aKTMBHOCTLIO MPUIOXKEHNIA N 0O6HapYXXeHUA
CeTeBbIX aTak.

Moacuctema peanuayeTcs BHeApPeHUeM NporpaMMHo-anmnapaTHbIX
KOMM/IEKCOB MEXCETEeBOro aKpaHUpoBaHuMA Ha rpaHuue JIBC, Knaccom He Huxe 4.

MojcncTemMa aHan3a 3aLMLLeHHOCTH
MoacucTemMa aHanM3a 3alMLEHHOCTU, [JO/KHA 06ecrneynBaTh BbISBNEHUS

YS3BUMOCTEN, CBSI3aHHbIX C owmnbkamun B KoHgurypauun MO WCIMAH, KoTopble
MOTYT ObITb MCNONb30BaHbl HapyLLUTENeM A/1S peann3auunm atakm Ha CUCTEMY.

@yYHKUMOHAN MNOACUCTEMbI MOXET OblTb peann3oBaH MNPOrpaMMHbIMA U
nporpammHo-anmnapaTHbIMW CpeacTBaMMU.

MoacmucTeMa 06HapY>KeHNA BTOPXKEHWUA

MoacucTeMa 06HapPYXXeHUSI BTOPXEHWUI, A0/MKHa obecneymBaTb BbISBNEHUE
CeTeBbIX atak Ha anemeHTbl WCIMAH nNOAKMHOYEHHbIE K CeTM  00Lero
NoNb30BaHUA 1 (MNKN) MeXAYHapOAHOro o6MeHa.

@PYHKUMOHAN NOACUCTEMbI MOXET OblTb peann3oBaH MNPOrpaMMHbIMU U

nporpaMmmMHo-anmapaTHbIMW CpeacTBamn.
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Moacuctema KpNTorpamyeckon 3awmThbl
Moacuctema KpUNTorpauUeckon 3anTbl NpefHasHavyeHa 413 UCKIH0UYeHUS
HC/A Kk 3awuwaemont nHpopmauum 8 MCMAH MBYK OCI «OnbruHckuii CAK»,
npu ee nepefayM Mo KaHanam CBA3M CeTeil 06WEro nonb3oBaHuMA u (uUawn)
MeX/YyHapoaHOro obmeHa.
MoacucTema peanusyeTcs BHELPEHWS KpuUNTorpauyecknx mnporpaMmHO-

anmnapaTHbIX KOMIMIEKCOB.
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5.Monb3oBatenn NCIA4H
B lMonoxeHnn uHMOpPMaLMOHHON 6e30MacHOCTN OnpefeneHbl OCHOBHbIE

KaTeropuv nosb3oBaTeneil. Ha OCHOBaHUM 3TUX KaTeropum [O/MKHA ObITb
npousBefeHa Tunusauma nonsv3osatenen WCIMOAH, onpefeneH WX YPOBEHb
[lOCTyMna 1 BO3MOXXHOCTH.

B WUCMNAH MBYK OCI «OnbruHcknin CLOK» MOXHO  BbIAENUTb
cnefytlolmne rpynnbl Mnonb3oBaTenen, yvyacTBywWMUX B 06paboOTKe M XpaHeHUU
MAu:

- ApgmuHuctpatopa NCIAH;
- AAmMuHucTpaTtopa 6esonacHoCTH;
- Onepatopa APM,;

[aHHble 0 rpynnax nonb3oBaTendx, YpPOBHe WX fgoctyna wu
MH(OPMUPOBAHHOCTY A0/KEH ObiTb OTpaXkeH B MaTpuue focTyna nosb3oBaTenei
K 3alimaeMbiM UHDOPMALMOHHbLIM PECYPCOB.

ApmnHnctpatop ACMAH

AamuHuctpatop VCMAH, cotpygHnk MBYK OCI «OnbruHcknin CLOK»,
OTBETCTBEHHbIA 3a HACTPOWKY, BHefpeHwe wu conposoxaeHve WCMAH.
Ob6ecneynBaeT (MYHKUMOHMPOBaHUE NofgcucTeMbl ynpasneHuns goctynom NCMAH
N YNO/IHOMOYEH OCYLWecTBNATL MNpefoCTaB/ieHMe U pasrpaHnUyeHue pocTtyna
KOHeyHoro nonb3osatensa (Onepatopa APM) K 23n1eMeHTaM  XpaHAWNUM
NepCcoHanbHble aHHbIe.

AamunHuctpatop WCMAOH o6nagaet cnegyroulMM YpOBHEM AoCTyna MU
3HaHWIA:

- o6nagaet nonHoM wWHMopmauuen 0 CUCTEMHOM W MPUKNAAHOM
nporpamMmHom ob6ecneveHun VNCMAH;
- o6nagaet nonHon WHGopMauMen 0 TEeXHUYECKUX Cpeactsax W

KoHurypauumn NCIMAH;
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MMeeT [OCTYNn KO BCeM TeXHUYeCKUM cpefcTBaMm 06paboTKu
NHopmauum n gaHHsim NCT14H;
obnafaeT npaBamu KOHMUTYpUpoBaHMA W afAMUHUCTPATUBHOMN

HacTpPoOnKn TexHu4vecknx cpeacts NCIAH.

AAMUHUCTpaTOpP 6€30MacHOCTU

AOmMuHucTpatop 6esonacHocTn, coTpyaHuk MBYK OCI «OnbrmHCKuia

CAK», 0TBETCTBEHHbI 3a (DyHKUMOHUpoBaHue C3IAH, BKIOUYas 06CNy>KMBaHUe

W HACTPOWKY aiMUHUCTPATUBHON, CEPBEPHON M KNNEHTCKOA KOMMOHEHT.

AfmMuHUCTpaTop 6e3onacHoOCTV 06nagaeT cnefyroLllMM YPOBHEM A0CTyna v

3HAHWN:

o6napaet npasamn AgmunHuctpatopa NCIMAH;

ob6nafaet nonHon nHpopmayuen 06 NCraH;

MMeeT  JOCTYM K CpefAcTBam  3aWuUTbl  UHOpMaLUM  W©
MPOTOKOMIMPOBAHUA M K YaCTK K/tO4YeBbIX aneMeHToB VCTAH;

He MMeeT npaB [OCTyMa K KOH(MUIYPUPOBAHUIO TEXHUYECKUX

CPeACTB CETU 3a UCKMIOUYEHNEM KOHTPONbHbIX (MHCMEKLMOHHbIX).

AaMuHMCTpaTOpP 6€30MacHOCTU YNOMHOMOYEH:

peann3oBbIBaTb MOMMTUKM 6€30MacHOCTM B 4acTW HAaCTPOIKM
CK3W, MeXceTeBbIX 3KpaHOB W CUCTEM O06GHapyXeHWs aTak, B
COOTBETCTBUM C KOTOpbIMM nonb3oBaTens (OnepaTop APM)

nony4aet BO3MOXHOCTb paboTaTb ¢ anemeHTamu NCIMAH;

OCYLLLeCTBNATbL ayAUT CPEeACTB 3allUThI;
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Onepatop APM
Onepatop APM, cotpygHuk MBYK OCI «OnbiMHcknin  CLOK»,
ocyulectTensaoWwmin o6paboTky MAH. O6paboTka MAH BKNKOYaeT: BO3MOXXHOCTb
npocmotpa MNAH, pyyHon Beog MAH B cuctemy NCIMAH, dhopMupoBaHue CnpasBok
M OTYeTOB MO MWHGopmayun, nonydeHHon u3 WCIMA. Onepatop He uMeeT
MOSIHOMOYMIA ANA YnpaB/ieHns nogcucteMamm o6paboTkn gaHHbix n C3rAH.
Onepatop NCIMAH obnagaet cneytoLlmnm ypoBHEM AOCTYMa U 3HAHWIA:

- o06nagaetr BCeMM Heob6XxoguMMbIMM  aTpubyTamu  (Hanpumep,
naponem),  obecneyuBaloWwmmMy  LOCTYN K  HekoTopomy
nogmHoxectsy lNAH;

- pacnonaraet KOH(PUAeHUMANbHbIMU AAHHbIMMW, K KOTOPbIM UMeeT

AocTyn.
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6.TpeboBaHMA K nepcoHasy Ho obecrieyeHnto 3awnTol MAH
Bce coTtpygHukn MBYK OCI  «OnbruHckuini  CAK», asnsoumnecs

nons3osatenamn  VCIMAH, [AO/MKHLI 4YeTKO 3HaTb WU CTPOro  BbIMONHATH
YCTaHOB/IEHHbIE MpaBuia U 0643aHHOCTM NO AOCTYNY K 3allMLLiaeMblM 0ObEKTaM U
COOMI0IEHNIO NMPUHATOrO pexuma 6esonacHocTn MAH.

Mpy BCTYNNeHUU B [O/MKHOCTb HOBOrO COTPYAHWMKa HEMNOCPEeLCTBEHHbIN
Havya/lbHUK NoApasfefieHns, B KOTOPOe OH MocTynaet, 0653aH opraHun3oBaTb €ro
03HaKOM/IeHMEe C [AO/HKHOCTHOW WHCTPYKUMEW M HEOoOXOAUMbIMU [LOKYMeHTaMMU,
pernaMmeHTMpyrowmmm TpebosaHua no 3awmte MNAH, a Takke 00yYeHNe HaBblKam
BbINOJIHEHUA Mpoueayp, HE06X0AMMbIX A/ CaHKLMOHMPOBAHHOIO MCMOJb30BaHUA
NCrAaH.

COTpYAHMK [O/DKEH OblTb 03HAKOMJIEH CO CBefleHUAMW HacTOosLLeN
MonnUTUKK, NPUHATBLIX Npoueayp paboTel ¢ anemeHTamu NCIAH n C3M4H.

CotpygHukn MBYK OCI  «OnbruHckui  CAK»,  ucnonb3ytouine
TEXHUYECKMEe CpefAcTBa ayTeHTU(MKaLUWU, [LOMKHbI obecneymBaTb COXPaHHOCTb
NAEHTUOUKATOPOB (3NIEKTPOHHLIX Kto4ved) 1 He gonyckate HCJL, K HUM, a Tak e
BO3MOXHOCTb WX YyTepu WUAN UCNOMNb30BaHUA TPeTbUMW nuuamn. Monb3oBaTenu
HecyT NepCcOHaNbHY0 OTBETCTBEHHOCTb 3a COXPAHHOCTb MAEHTU(PUKATOPOB.

CotpygHukn MBYK OCM «OnbruHckuni CLOK»  [0MXKHbI  cnegosaTb
YyCTaHOB/IEHHbIM Mpoueaypam noAgepXxaHua pexuma 6esonacHoctn TAH npu
BbIOOpE WM MCMNO/Ib30BaHMM Maposniein (ecnm  He WCNOMb3YHTCA TeXHUYEeCcKue
CpefcTBa ayTeHTUDUKALWUN).

CotpyaHukn MBYK OCI «OnbruHcknin CAK» aomkHbl 06ecneyvymBatb
HaZ/iexalyo 3almnTy o6opyoBaHuns, octaBnsemMoro 6e3 NpucMoTpa, 0CO6eHHO B
TexX cny4yadx, Korga B TMOMELleHMe WMEKT [O0CTyn MNOCTOPOHHME nuua. Bce
MoNb30BaTeNn LO/MKHbI 3HaTb TpeboBaHMA no 6ezonacHocTy MAH ¥ npoueaypsl
3awuTbl  obopyaoBaHWs, OCTaBNeHHOro 6e3 npucMmoTpa, a TakxXe CBOW

0643aHHOCTY MO 06ecneyYeHn0 TaKoi 3aLnThl.
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CoTpygHMKaM 3anpeljaetca ycTaHaBNMBaTb MNOCTOPOHHee MNporpaMmMHoe
obecneyeHne, noAKNKOYAaTb JIMYHbIE MOOW/IbHbIE YCTPOWCTBA U  HOCUTENN
NH(OPMaLMK, a TaK e 3anuncbiBaTb Ha HUX 3alimiiaeMyo NHopMaLUIo.

CoTpyAHUKaM 3anpeLlaetcs pasrnawarb 3awuuiaemMyro  MHQopmayuio,
KoTopasa cTasia UM M3BecTHa npu paboTe ¢ MHhOpMaLMOHHbIMK cucTemamm MBY K
OCIM «OnbruHcknini CAK», TpeTbuUM fnLam.

Mpwn pa6ote ¢ MAH B NCMNAH cotpyaHukn MBYK OCI «OnbrMHCKMI
COK» 0653aHbl 06ecrne4ynTb OTCYTCTBME BO3MOXHOCTU npocmoTpa MNAH TpeTbumu
nmgamum ¢ moHntopos APM unn TepMnHanos.

Mpwn 3aBepweHnn pabotbl ¢ WCMOH coTpygHUKM 0683aHbl 3aWwmuTtute APM
WKW TEPMUHA/bI C MOMOLLbI G/IOKMPOBKM K/IKOUOM UMW 3KBUBAJIEHTHOrO CpeacTBa
KOHTPONSA, Hanpumep, AOCTYMOM MO MNaposito, ecnm He WCNonb3ytTca 60/ee
CU/IbHbIE CpeACTBa 3aLnThl.

CotpygHukn MBYK OCI  «OnbruHcknin  COK»  f0MXKHbI  ObITb
NMPOMH(pOpMMpOBaHbl 06 Yyrposax HapyweHus pexuma 6esonacHoctn MAH wu
OTBETCTBEHHOCTU 3a ero HapyweHue. OHM J[O/MKHbI ObITb 03HAKOMJIEHbI C
YTBEPXKAEHHON  (hopManbHOW  NPOUeAypoOi  HaNOXeHUA  AUCLUUNAMHAPHbLIX
B3bICKAHWA Ha COTPYAHWKOB, KOTOpPble HapywwunaM npuHATble MNOMIUTUKY U
npoueaypsl 6e3onacHocT MAH.

CoTpyaHUKN 06513aHbl 6e3 npomMeasieHMs coobwaTtb 060 BCex Hab/ogaemMblX
WA NOAO3PUTENbHBIX cnyyasax paboTtel VCIMAH, morywmx nosneyb 3a coboil
yrposbl 6esonacHoct T1[AH, a TakXe O BbIIBIEHHbIX UMW COObITHSAX,
3aTparmsatowimx 6esonacHoctb [[H, PYKOBOACTBY nNoApasfefieHns u nuuy,

OTBevaloLleMy 3a HEMe//IEHHOe pearmpoBaHune Ha yrposbl 6e3onacHocTy MAH.

L OoMKHOCTHbIe 06513aHHOCTK nonb3oBaTtenen NCIMAH
[JomKHOCTHble  06f3aHHOCTM  nonb3oBatene WCMAH  onucaHbl B

crnegyowmx AOKYMeHTax:
- WHcTpykuma agmuHnctpatopa NCMAH;

- WMHcTpykums agmuHmncTpatopa 6esonacHoctn NCIMAH;



27

- WNHcTpyKuma nonb3osatend NCIMAH;

- WHcTpyKuma nonb3oBatensd npuv BO3HUMKHOBEHUMW BHELWITATHbIX

cUTyauui;

OTBETCTBEHHOCTb COTPY/AHNKOB
B cooTBeTcTBUM CO CT. 24 deaepanbHOro 3akoHa Poccuiickoii deaepauuu

oT 27 wong 2006 r. Ne 152-®3 «O nepcoHasbHbIX AaHHbIX» NULa, BUHOBHLIE B
HapyweHun TpeboBaHU AaHHOro PefepasbHOr0 3aKOHa, HECyT rpaXKAaHCKYHo,
Yr0N0BHYIO, aAMUHUCTPATUBHYIO, AUCLUUNINHAPHYIO U UHYIO MpeayCMOTPEHHYHO
3aKoHOfaTeNbCcTBOM Poccuinckon depepaunn OTBETCTBEHHOCTD.

[elicTBytollee 3aKoHOAaTeNbCTBO P no3BonsdeT npeabsaBnaTb TpeboBaHUS
no obecrneyeHnto 6GesonacHoW paboTbl C 3awuwaemMoin UHDopmaunen w
npegycmaTpuBaeT OTBETCTBEHHOCTb 3a HapyLlleHWe YCTaHOB/IEHHbLIX MpaBus
akcnnyatauum 3BM n cuctem, HeNpaBOMepPHbIN AOCTYN K MHGOpMaunmn, ecnm atu
[JENCTBMA NPUBENN K YHUUTOXEHUIO, 6/I0KMPOBaHNIO, MOAMMUKaLMK MHOpMaLnn
NN HapyLleHnto paboTbl IBM unn ceteld (ctatbmn 272,273 n 274 YK P®).

AamuHucTtpatop WCIMAH 1 agmuHucTpatop  6e30MacHOCTM  HecyT
OTBETCTBEHHOCTb 3a BCE AENCTBUSA, COBEPLUEHHbIE OT MMEHWN UX YYETHbIX 3anuncen
nnu CUCTEMHBbIX YUYETHbIX 3anucei, ecnu He f0Ka3aH (hakT
HeCaHKLMOHNUPOBAHHOI0 NCMNONb30BaHNA YUYETHBIX 3aruncen.

Mpn HapyweHunsx cotpygHukamm MBYK OCI «OnbruHckuin CAK» -
nonb3oBatenen VCIMOH npaBua, cBA3aHHbIX ¢ 6e3onacHOCTbO [M[H, OHM HecyT
OTBETCTBEHHOCTb, YCTaHOBJ/IEHHYIO LEACTBYHOLLUM 3aKoHOaTeNbLCTBOM
Poccuiickoin depepaunu.

MpuBefeHHble Bbile TpPeboBaHWA HOPMATUBHbLIX LOKYMEHTOB MO 3awuTe
NMH(opMaLMn LOMKHbI OblTb OTpaXeHbl B Mo10XKeHUAX 0 nogpasgeneHnsx MbYK
OCIN «OnbruHcknin CAK», ocywectBnaowmx obpabotky MAH B UCMOH u

[JOMKHOCTHBIX MHCTPYKUMAX coTpyaHUKoB MBY K OCI «OnbruHckuin CAK».
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Heo6xoammo BHecTu B [MonoxeHuss o nopgpasgeneHnax MBYK OCII
«OnbruHcknin CAK», ocyuwecTtsnsowmx o6pabotky MNAH B UCIMAH cBefeHus o6
OTBETCTBEHHOCTM WX PYKOBOAWUTENEN W COTPYAHMKOB 3a pasrfalieHne wu
HeCaHKLUMNOHUPOBaHHYO MoOAMpuKauuio (UCKaxeHue, anbcugukaumo) MAH, a

TaKXXe 3a HENnpaBOMEPHOE BMeELIATENbCTBO B MPOUECCHI UX aBTOMaTMSMpOBaHHOﬁ

06paboTKN.
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7.CNNCOK MUCMNOMb30BaHHbIX UCTOYHUKOB

OCHOBHbIMU HOPMaTUBHO-MPaBOBbIMA " METOANYECKUMU
OJOKYMEHTaMW, Ha KOTOPbIX 6a3|/|pyeTcs'-| HacToAlee lNonoxeHne ABNAKOTCA:

depepanbHblii 3akoH 0T 27.07.2006 1. Ne 152-®3 «O nepcoHanbHbIX
JaHHbIX» (panee - ®3 «O nepcoHanbHbIX [AaHHbIX»), YCTaHaBMBAOLLNA
OCHOBHble MpuHUMNBLI W YycnoBua o6paboTku T1AH, npaBa, 0653aHHOCTN WU

OTBETCTBEHHOCTb YHYAaCTHNKOB OTHOLLEHWIA, CBA3AHHbIX C O6p&60TKOI7I MAx.

«TpeboBaHUS K 3aliUTe NEPCOHaNbHbIX AaHHbIX MPUM UX 00paboTkKe B
WH(OPMALMOHHBIX ~ CMCTEMAxX  MepPCOHaNbHbIX  AaHHbIX»,  YTBEPXAEHHOe

MocTaHoBNneHMeM lMpaButenscTea P® ot 01.11.2012 r. Ne 1119.

«llonoxeHne 06 O0COOGEHHOCTAX 06pPabOTKM MNEPCOHaNbHbIX AaHHbIX,
ocyuiecTsnsemMor 6e3 MCNoNb30BaHUA CPeACcTB aBTOMaTU3aLMU», YTBEPXAEHHOe

MocTaHoBNeHMeM lMpaButensctea P® ot 15.09.2008 r. Ne 687.

MocTtaHoBneHne [paButensctea Ne 211 ot 21 mapta 2012 roga «O6
YTBEPXXAEHUN TNepeyHs Mep, HanpasleHHbIX Ha o06ecrneyeHne BbIMOHEHNA
06a3aHHOCTeR, NpefycMOTpeHHbIX ®3 «O nepcoHasbHbIX AaHHbIX» U NPUHATBIMM
B COOTBETCTBUM C HWM HOPMATUBHbLIMW MPABOBbLIMM aKTamu, OnepaTtopamu,

ABAAOWMNMUNCA TOCYAapPCTBEHHBIMU NN MYHULUWTMA/IbHBIMWA OpraHamMmm».,

«TpeboBaHUs K  MaTepuanbHbIM HOCUTENsAM 6MOMETPUYECKMX
MEePCOHaNbHbIX AAaHHbIX W TEXHOMOrMAM XpaHeHWs TaKMX [AaHHbIX BHe
MHAOOPMALMOHHBIX ~ CUCTEM  MEPCOHANbHbIX  [AaHHbIX»,  YTBEPXKAEHHbIE

MocTaHoBneHMeM MpaButensctea P® o1 06.07.2008 r. Ne 512,



30

HopmatuBHO-MeTOANYECKME  AOKYMeHTbl  degepanbHOW  CAyX6bl Mo
TEXHUYECKOMY W 3KCMEepTHOMY KOHTponto Poccuitckoin Pepepauunmn (ganee -
®CTOK Poccum) no obecneyveHunto 6esonacHoctn MAH npyu nx ob6paboTke B
NCIMAH:

Ba3oBass Mofe/fb Yrpo3 6e30MacHOCTM MePCOHaNbHbIX [aHHbIX MpU KX
06paboTKe B MHMOPMALMOHHBLIX CUCTEMAX MEePCOHaNbHbIX [AaHHbIX, YTB. 3aM.

avpekTopa ®CTIK Poccum 15.02.08 T.

MeToAnKa onpefenieHns aKTyaslbHblIX Yrpo3 6e30MacHOCTU MepCcoHaNbHbIX
NAaHHbIX MpU UX 06paboTKe B WHMOPMALMOHHBLIX CUCTEMAX MNEPCOHANbHbIX

fAaHHbIX, YTB. 3aM. anpekTtopa PCTIK Poccum 15.02.08 .

Mpukas PCTIK Poccum Ne 17 o1 11 deBpana 2013 ropga «O6
yTBEPXAEHUN TpeboBaHMA O 3aWMTe WHMOPMAUUM, He COCTaBNSAKOLWMX
rocyapCTBEHHYIO TailHYy, coAepXXalmMXxcs B rocyfapCTBEHHbIX NHHDOPMALNOHHbIX

CUCTeEMax».

Mpukas PCTIOK Poccum Ne 21 ot 18 espana 2013 roga  «O6
yTBepXaeHnn CocTaBa U codepXaHua opraHun3aLMOHHbLIX N TEXHUYECKUX Mep Mo
obecneyeHnto 6e30MacHOCTM MNEPCOHaNbHbIX fAaHHbIX NpU KX 06paboTke B

MHHOPMALMOHHBIX CUCTEMAX MEPCOHANbHbIX AaHHbIX».
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Mpukas degepansHon cnybbl 6e3onacHocTu Poccuiickon depepauymn ot
10 wmwona 2014 r. N 378 "O6 ytBepxaeHun CoctaBa MW CcofepxaHus
OpraHmM3aunoHHbIX W TeXHUYeCKMX Mep Mo obecneyeHnto 6Ge3onacHOCTU
MepCoHanbHbIX [aHHbIX MpU WX 06paboTke B WHGHOPMALMOHHBIX CUCTEMAX
MepCcoHasbHbIX AaHHbIX C UCNOMb30BAHWEM CPEACTB KPUMTOrpanyeckom 3alnThbl
NH(opMaLMn, He0O6X0AMMbIX ANA BbIMNONHEHUS YCTaHOBMEHHbIX [paBUTENbCTBOM
Poccuiickon ®epepaunn TpeboBaHUN K 3aWiMTe MNEPCOHaNbHbIX fAaHHbIX [ANS

KaXk10ro U3 ypoBHen 3aluLLeHHOCTI"™.

3aBegyrowmii
CTPYKTYPHbIM MogpasgeneHmnem
CenbCKnin JOM Ky/bTypbl

X. HMXHEenoanonbHbIN H.A.Teiimypos



